! ! #9$

% & & & I
Lot I 1)
!
) ! 0% % *  +
) ( - - )
"%./ !

(¢ 0001 ( 2!

3 ) 3 $ 3% ) !
! ) 0&)
4 54) ! 6! )7/ 4 ! 8
3! 3 I 4 I !
( 9 ) ) !
) i ( * ok * 4
I ) 4 ] I
I ) '3 9
) )
11 1 4
< C * ! )
4 ) | (>
4 I D) Il )
4 & " ) 4
I 11 - < <
| $ =
| " < > |
( ) - ??1 "l -??
! ) ! ! ) 4 3 9
| 4 )
!
3 Yl 4 % % $ #



& & @AA . -@
)  ( L G
! _ )
9 ! &! )
!
!
! 4
! Lo
! > = ! B 93
! 51 & / 37 1
! ) A.@ AA 3 @AA .@OAA
4) . @AA !
% 6+0 # % ) )
4 4, 1, | - - .2 0!
3 : 4 =11 ) 9 ) I
4 % 6+0# )! ! 9
) ) %
C3. ! !
5 "%./7 % $ #) !
) ) 5 ! ) 7
3 9 ) Loy 4 = 9
! 6&) 4 & ) %
C % 6+DD#DD6 % ! 9 ) ! 5 )7
% " (DH6
! "%./ 4
1 &E ! 9 !
"%./ 3 % 8 )
% ) " @.JF>GGG
I ! ) &
) ) ) ! "
) B ) !
o= ) @AA8 ) & .(&#H#! )




% 6+

)

)

-
. Funduc Software Hex Editor - [rw300_main_capture]

2

@ File Edit View Bookmarks Window Help
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56
92
82
07
al
do
ds
b2
el
b3
ds
12
al
f1
ds
21

Ready

B @ SR =l
59 Sa S5c 63 65 66

80
80
cl
21
12
ds
al
el
56

f0
95
12
9d
35
12
fe
ds
b2
ed
04
al
ef
0o
e8

35

c2
9e
80
d9
56
el

Da
ds
b2
ed

ds8
b4

Offset 0=0x0 Bits:Unsigned: B:249,W:3833,1:1855131385 ANSI/ OVR /1| Size: 32768 y/

4

00088E 0x0E35
000890 0x6E92
000892 0x6A80
000894 0xOEFO
000896 Ox6E93
000898 Ox6E81
00089A 0xOEB1
00089C 0x6E94
00089E OxOECD
0008AO0 Ox6E82
0008A2 0xOE80
0008A4 Ox6E95
0008A6 OxOE10
0008A8 Ox6E83
0008AA 0x6A96
0008AC 0x6A84
O008AE O0x6AC2
0008B0 Ox0EO07
0008B2 Ox6EC1
0008B4 0x0012

sub49

MOVLW 0x35
MOVWEF TRISA, A
CLRF PORTA, A
MOVLW 0xFO
MOVWEF TRISB, A
MOVWEF PORTB, A
MOVLW 0xB1
MOVWEF TRISC, A
MOVLW 0xCD
MOVWEF PORTC, A
MOVLW 0x80
MOVWEF TRISD, A
MOVLW 0x10
MOVWEF PORTD, A
CLRF TRISE, A
CLRF PORTE, A
CLRF ADCONQO, A
MOVLW 0x7
MOVWF ADCONL1, A
RETURN

; Initialize 1/O ports
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Instruction Description
0x52 Select Current Key / Diversify Key
0xA4 Select Card
O0xA6 Page Select (16kbit card only)
0xC2 Transmit (read/write)
0x70 LED / Sounder Control
0x71 Open Collector Output
0xD8 Load Key
0x84 Ask Random
0xCO0 Retrieve Data
0xF2 Read EEPROM
0xF4 Write EEPROM / Reset RF Field
0x54 Encrypt/Decrypt (Gen 2.0 only)
0xC2 ISO Pass-Through
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wime ce i eE = i = N

0100 XX

0110 XX

Read EE |5° F2 00 XX 01 0120 3y

0130 06
0140 00 00 00 00 00 00 00 00 00 00 OF 06 36 05 03 07
Retrieve Data Iao €0 00 90 08 0150 08 OF OF FF 80 F2 01 57 01 9F 49 01 08 12 62 4C
0160 00 FA 82 03 02 OA 81 00 07 S0 28 19 00 AA 60 AO
PageSelect | [B0 A6 05 30 08 0170 9F 00 82 01 00 0D 00 00 42 1E 01 00 00 00 00 00
0120 00 00 00 00 00 00 00 00 SE CA EE 00 12 00 27 00
0190 €0 08 01 0D 00 00 00 10 C& 25 06 00 08 4C D8 05
Ask Random |8° 84 00 00 08 EE Dump | FkDunvl RdBlks-sl 0120 00 01 00 41 08 10 40 00 00 00 00 00 00 00 00 00

01B0 00 00 00 00 00 00 00 00 00 00 00 06 16 04 CF 2B —
01C0 2E 00 80 00 00 00 2A SF CA EE 00 F7 EFF 12 EO 00
841 4CH3¢ feB OCIBS ‘IE 'SC. 39,1901 0 = Clear Exit 01D0 00 00 00 00 40 03 SC 00 00 Al 08 00 00 86 50 43
= 01E0 48 18 04 14 88 80 04 00 83 88 00 20 09 88 08 20
501 00 01F0 BO 62 00 10 20 49 42 18 00 04 40 10 00 45 24 08
ne 01 SE CA EE 00 E7 FF 12 E0 90 00 Random No. 0200 80 90 76 40 20 00 00 CO 30 10 81 08 00 58 08 88
0210 R0 CO 02 04 81 0B 02 20 40 41 1A 00 28 84 01 00
C2 scaceaccasieacss 4| [3 0220 00 04 ES 41 00 €A 38 80 06 00 90 22 48 43 04 40
C2 03 03 03 03 00 03 EO 17 20 00 \ 0230 10 84 10 1C 00 02 80 20 00 20 60 4C 01 D1 40 A0
c2 Now ey 0240 30 0 A3 10 47 42 09 12 00 00 CO 34 43 00 &7 00
C2 03 A1 77 FA 13 39 E4 B4 920 00 1122334455667788 Gen Load Key 0250 40 26 40 04 00 00 1A 00 91 25 10 00 20 OA 03 CO
c2 < 0260 02 80 01 20 00 00 CO C2 00 08 60 08 00 00 06 10
C2 2A D4 C8 21 1F 99 68 71 90 00 Retronts Metenes ) 0270 €2 40 28 98 00 22 04 00 OA 10 08 68 CO 32 04 10
c2 02860 21 CO EO 34 11 00 00 00 &1 08 00 A2 01 82 10 08
C2 22 D4 Ce 21 1F 99 68 71 20 00 90 00 Command Successful 0290 83 40 91 32 00 82 14 00 09 21 00 05 48 95 02 00
67 00 P3 Incorrect 0220 04 00 44 C9 50 04 00 02 81 31 02 4C 92 55 A6 AO
68 00 P1,P2 Incorrect 0280 91 04 4C 48 S0 40 20 70 30 20 00 00 &1 00 00 48
6D 00 Invalid Instruction 020 00 01 43 20 20 38 02 22 12 25 02 OE 34 00 00 AO
6E 00 Invalid Class 02D0 40 28 10 00 40 40 04 30 OA 20 00 00 42 C3 25 20
D h A o et 02E0 00 14 04 80 05 20 13 20 00 05 40 12 00 80 61 54
D e A 02F0 42 40 01 3C 90 6A 00 65 64 A0 80 04 42 80 50 24
200 E 0310 30 30 06 10 13 14 00 01 30 A2 22 12 00 00 50 60
g: gs g:‘:d:i";e::j“"" 0320 02 00 0C 02 00 00 70 08 30 02 02 01 42 08 90 00
- 0330 R0 03 83 14 S8 23 C3 00 02 00 60 35 00 00 4C 58~
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26-bit 0020205DF
00001 0000751

8-bit uC

Wiegand Data 0

Wiegand Data 1

1

RW300
iClass
Reader/Writer

HID)

RS-232 Tx

USB to |
<

RS-232 Rx

Serial

RW300 Reader and LCD mounted on an acrylic stand.
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iClass Card Reader/Writer Application Screenshot
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64-bit Keys stored Authentication Key Difference
in Reader EEPROM (Standard vs. High Security )
E] HID Master Key D > DES
__________________________________ s secuyMode | [ E1OPN cuss ]
High Security Mode I —»| Credential
v Fortification
G High Security Key ) — g:zetggcl’en —» 128 Byte > Algorithm ) -
Algorithm Key Table o Diversified Key
f Stored in Tag
[ up ) Table @:
Pointer
iClass D Algorithm Index based Unique Key
Credential on UID Generated for
each UID
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Config Card UID:
High Security Key:
Key Table Indexes:

4D13D100F7FF12E0
10AC40BF3FB59F6E

751957 2E 59 25 7B 0C
Reader Key (to Auth): 5B4AEB670C500C61 (highlighted

below)

0123456789ABCDETF

00 7CEO060E846 CC CD B89D B6 EAE7 612917 70
10 F6 C4 F7 66 1C 76 37 E4 9E 4A DF 56 A3 07 54 61
20 2A 12 63 38 09 50 B4 CB 7E 91 38 44 68 57 67 26
30 AA B0 91 38 F4 1D 21 34 1E OE 86 3F 67 83 20 47
40 B8 34 59 92 EF 99 6D CD 33 CF E5 7B 43 F7 53 6B
50 0533 9C CD C8 1F F4 EB 32 0C EC 99 2F CD 27 8E
60 B957413C28F3B92271D9E141CC 1A 4983
70 8A 26 92 1A 3F 5B EC D9 A6 2A 55 0C 79 99 53 00
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