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                      sub49 
00088E 0x0E35             MOVLW 0x35                ; Initialize I/O ports 
000890 0x6E92             MOVWF TRISA, A            ;  
000892 0x6A80             CLRF PORTA, A             ;  
000894 0x0EF0             MOVLW 0xF0                ;  
000896 0x6E93             MOVWF TRISB, A            ;  
000898 0x6E81             MOVWF PORTB, A            ;  
00089A 0x0EB1             MOVLW 0xB1                ;  
00089C 0x6E94             MOVWF TRISC, A            ;  
00089E 0x0ECD             MOVLW 0xCD                ;  
0008A0 0x6E82             MOVWF PORTC, A            ;  
0008A2 0x0E80             MOVLW 0x80                ;  
0008A4 0x6E95             MOVWF TRISD, A            ;  
0008A6 0x0E10             MOVLW 0x10                ;  
0008A8 0x6E83             MOVWF PORTD, A            ;  
0008AA 0x6A96             CLRF TRISE, A             ;  
0008AC 0x6A84             CLRF PORTE, A             ;  
0008AE 0x6AC2             CLRF ADCON0, A            ;  
0008B0 0x0E07             MOVLW 0x7                 ;  
0008B2 0x6EC1             MOVWF ADCON1, A           ;  
0008B4 0x0012             RETURN                    ;  
�
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Instruction � Description �
0x52� Select Current Key / Diversify Key�
0xA4� Select Card�
0xA6� Page Select (16kbit card only)�
0xC2� Transmit (read/write)�
0x70� LED / Sounder Control�
0x71� Open Collector Output�
0xD8� Load Key�
0x84� Ask Random�
0xC0� Retrieve Data�
0xF2� Read EEPROM�
0xF4� Write EEPROM / Reset RF Field�
0x54� Encrypt/Decrypt (Gen 2.0 only) 
0xC2� ISO Pass-Through�
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RW300 Reader and LCD mounted on an acrylic stand. 
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00001 0000751

PC

RW300
iClass

Reader/Writer
RS-232 Tx

RS-232 Rx
USB to
Serial

8-bit uC

Wiegand Data 0 Wiegand Data 1
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iClass Card Reader/Writer Application Screenshot 
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HID Master Key

High Security Key

DES
Encryption

Fortification
Algorithm

iClass
Credential

Diversified Key
Stored in Tag

iClass
Credential

128 Byte
Key Table

Key Table
Generation
Algorithm

UID Table
Pointer

Algorithm

Authentication Key Difference
(Standard vs. High Security )

Std Security Mode

High Security Mode

Unique Key
Generated for
each UID

Index based
on UID

64-bit  Keys stored
in Reader EEPROM
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Config Card UID:      4D13D100F7FF12E0 
High Security Key:    10AC40BF3FB59F6E 
Key Table Indexes:    75 19 57 2E 59 25 7B 0C 
Reader Key (to Auth): 5B4AEB670C500C61 (highlighted  below) 
�
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7C E0 60 E8 46 CC CD B8 9D B6 EA E7 61 29 17 70  
F6 C4 F7 66 1C 76 37 E4 9E 4A DF 56 A3 07 54 61  
2A 12 63 38 09 50 B4 CB 7E 91 38 44 68 57 67 26  
AA B0 91 38 F4 1D 21 34 1E 0E 86 3F 67 83 20 47  
B8 34 59 92 EF 99 6D CD 33 CF E5 7B 43 F7 53 6B  
05 33 9C CD C8 1F F4 EB 32 0C EC 99 2F CD 27 8E  
B9 57 41 3C 28 F3 B9 22 71 D9 E1 41 CC 1A 49 83  
8A 26 92 1A 3F 5B EC D9 A6 2A 55 0C 79 99 53 00 
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